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Status of This Document 

This document provides a recommendation to the Grid community on securing OGSA services.  
Existing security profiles are combined to define a basic level of security for OGSA based 
services. Distribution is unlimited. 

 

Copyright Notice 

Copyright © Open Grid Forum (2007, 2008). All Rights Reserved.  

 

Trademarks 

OGSA is a registered trademark and service mark of the Open Grid Forum. 

 

Obsoletes 

This document obsoletes OGSA Basic Security Profile 1.0 – Core [GFD.86] and OGSA Security 
Profile 1.0 – Secure Channel [GFD.99]. 

Abstract 

An OGSA basic profile is a profile in the style of WS-Interoperability (WS-I) that defines 
recommended usage of infrastructure-level standards for Grid scenarios. OGSA services are 
expected to use one such profile for each infrastructure capability needed. This document defines 
such a basic profile for security by bringing together two general, non-OGSA specific, profiles on 
secure addressing and secure communication.  

This profile can be composed with other basic profiles. In particular this profile satisfies the 
security requirements of the WSRF Basic Profile 1.0 and can be composed with it. 

The OGSA Basic Security Profile 2.0 described in this document is an OGSA Recommended 
Profile as Proposed Recommendation, as defined in the OGSA Profile Definition [GFD.59]. 
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1 Introduction 

This document defines the OGSA Basic Security Profile 2.0 (hereafter, "the Profile").  

An OGSA basic profile is a profile in the style of WS-Interoperability (WS-I) that defines 
recommended usage of infrastructure-level standards for Grid scenarios [GFD.120]. OGSA 
services are expected to use one such profile for each infrastructure capability needed.  

This Profile defines a basic level of security for OGSA based services by referencing two general 
(i.e., not OGSA-specific) profiles. Conformance to this Profile is sufficient to meet the 
requirements for a secure OGSA service, but is not necessary. OGSA allows the definition of 
more than one basic profile for the same infrastructure capability, so there may be other OGSA 
profiles that meet the requirements for basic security. 

The Profile can be used in combination with other OGSA basic profiles. In particular the OGSA 
WSRF Basic Profile 1.0 [GFD.72] requires composition with a basic security profile that exposes 
the generic basic security claim http://www.ggf.org/ogsa/2006/01/bsp. Therefore this Profile in 
addition to its own specific conformance claim also exposes this generic claim to satisfy the 
requirements of the WSRF Basic Profile 1.0. 

The OGSA Basic Security Profile 2.0 described in this document is an OGSA Recommended 
Profile as Proposed Recommendation, as defined in the OGSA Profile Definition [GFD.59]. 

1.1 Relationships to Other Profiles 

The Profile links two other profiles to define an OGSA Basic Security Profile. Specifically the 
Profile requires implementations to conform to the two following profiles: 

• Secure Addressing Profile 1.0 [GFD.131] 

• Secure Communication Profile 1.0 [GFD.132] 

The Profile fulfills the requirements of the OGSA WSRF Basic Profile 1.0 [GFD.72], Section 8, 
and can be used in combination with it. The Profile can also be used with other OGSA Basic 
Profiles. 

1.2 Notational Conventions  

The keywords "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", 
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be 
interpreted as described in RFC2119 [RFC2119]. 

Normative statements of requirements in the Profile are presented in the manner detailed in the 
WS-I Basic Profile 1.1 Conformance Requirements section. 

Both requirement statements and extensibility statements can be considered namespace-
qualified. 

This specification uses a number of namespace prefixes; their associated URIs are listed below. 
Note that the choice of any namespace prefix is arbitrary and not semantically significant. 

Table 1 Namespaces used by OGSA Basic Security Profile 2.0 

Prefix Namespace 

wsa http://www.w3.org/2005/08/addressing 

wsp http://schemas.xmlsoap.org/ws/2004/09/policy 

 

1.3 Profile Identification and Versioning  

Profile identification and versioning uses the style described in WS-I Basic Profile 1.1 and abides 
by the normative descriptions contained therein. The name of this Profile is “OGSA Basic Security 
Profile,” and its version number is “2.0.” 
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2 Profile Conformance  

Conformance to the Profile is defined normatively in WS-I Basic Profile 1.1.  This Profile abides 
by those definitions. 

2.1  Conformance Targets  

The Profile defines a conformance target called DESCRIPTION. 

• DESCRIPTION – descriptions of types, messages, interfaces and their concrete protocol 
and data format bindings, and the network access points associated with Web services 
(e.g., WSDL descriptions) (from WS-I Basic Profile 1.1). 

2.2 Claiming Conformance  

Claims of conformance to the Profile are the same as normatively described in WS-I Basic Profile 
1.1 [WS-I BP 1.1]. 

The conformance claim URI for this Profile is http://www.ogf.org/ogsa/2007/11/bsp.  

Additionally, this Profile is an OGSA Basic Security Profile as defined in the OGSA WSRF Basic 
Profile 1.0 [GFD.72], Section 8.  As such, it also exposes the following generic conformance 
claim URI as required by the OGSA WSRF Basic Profile: 

 http://www.ggf.org/ogsa/2006/01/bsp 

3 Security Specifications 

This section of the Profile incorporates the following two profiles by reference and defines 
extensibility points within them, including extensibility points used by the profiles in their definition. 

1. Secure Addressing Profile 1.0 [GFD.131] 

Extensibility points:  

o No extensibility points are defined by this profile. 

The profile makes use of the following extensibility points from WS-Addressing 1.0 – 
Core [WS-Addressing]:  

o E0301 – WS-Addressing Extensibility – WS-Addressing allows extensibility 
elements for the <wsa:EndpointReference> element. 

o E0302 – WS-Addressing Metadata Extensibility – WS-Addressing allows 
extensibility elements for metadata as children of the <wsa:Metadata> 
element. 

The profile makes use of the following extensibility points from WS-PolicyAttachment 1.5 
[WS-PolicyAttachment]: 

o E0303 – WS-PolicyAttachment “AppliesTo” Extensibility – WS-PolicyAttachment 
requires that the <wsp:AppliesTo> element be extended in order to define a 
domain expression for identifying policy scope.  

2. Secure Communication Profile 1.0 [GFD.132] 

Extensibility points: 

o E0304 – Additional transport-level binding assertions may be profiled in 
accordance to the requirements in Secure Communication Profile 1.0, Section 
5.1: Security Mechanism Specifics.   

o E0305 – Additional message-level PROFILED_MECHANISMs may be profiled in 
accordance to the requirements in Secure Communication Profile 1.0, Section 5.   

The profile makes use of the following extensibility points from WS-I Basic Security 
Profile 1.0 [WS-I BSP 1.0]:  

o E0306 – TLS Ciphersuites – TLS allows for the use of arbitrary encryption 
algorithms.  This Profile restricts the set of allowable ciphersuites to those listed 
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in the WS-SecurityPolicy 1.2 Section 6.1. (As per the WS-I BSP, only TLS 
Protocol Version 1.0 is incorporated into this profile.) 

o E0307 – SSL Ciphersuites – SSL allows for the use of arbitrary encryption 
algorithms.    This Profile restricts the set of allowable ciphersuites to those listed 
in the WS-SecurityPolicy 1.2 Section 6.1.  (As per the WS-I BSP, only SSL 
Protocol Version 3.0 is incorporated into this profile.  SSL 2.0 MUST NOT be 
used.) 

The profile makes use of the following extensibility points from In WS-SecurityPolicy 1.2 
[WS-SecurityPolicy]: 

o E0308 – WS-SecurityPolicy Token Assertion Extensibility – WS-SecurityPolicy 
allows the extensibility of TOKEN_ASSERTIONs. 

3.1 Secure Addressing 1.0 

The Profile requires conformance to Secure Addressing Profile 1.0 [GFD.131].. 

R0311 A DESCRIPTION that has a wsi:claim with the URI 
“http://www.ogf.org/ogsa/2007/05/secure-addressing” attached to its 
wsdl:portType MUST conform to the requirements set out in [GFD.131]. 

R0312 A DESCRIPTION MUST have attached to the wsdl:portType a wsi:claim with 
the URI “http://www.ogf.org/ogsa/2007/05/secure-addressing”. 

3.2 Secure Communication 1.0 

The Profile requires conformance to the Secure Communication Profile 1.0 [GFD.132]. 

R0313 A DESCRIPTION that has a wsi:claim with the URI 
“http://www.ogf.org/ogsa/2007/05/sp-secure-communication” attached to 
its wsdl:portType MUST conform to the requirements set out in [GFD.132]. 

R0314 A DESCRIPTION MUST have attached to the wsdl:portType a wsi:claim with 
the URI “http://www.ogf.org/ogsa/2007/05/sp-secure-communication”. 
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7 Full Copyright Notice 

Copyright (C) Open Grid Forum (2007, 2008). All Rights Reserved.  

This document and translations of it may be copied and furnished to others, and derivative works 
that comment on or otherwise explain it or assist in its implementation may be prepared, copied, 
published and distributed, in whole or in part, without restriction of any kind, provided that the 
above copyright notice and this paragraph are included on all such copies and derivative works. 
However, this document itself may not be modified in any way, such as by removing the copyright 
notice or references to the OGF or other organizations, except as needed for the purpose of 
developing Grid Recommendations in which case the procedures for copyrights defined in the 
OGF Document process must be followed, or as required to translate it into languages other than 
English.  

The limited permissions granted above are perpetual and will not be revoked by the OGF or its 
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Appendix A. Referenced Specifications 

The following specifications' requirements are incorporated into the Profile by reference, except 
where superseded by the Profile: 

• Secure Addressing Profile 1.0 [GFD.131] 

• Secure Communication Profile 1.0 [GFD.132] 
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Appendix B. Extensibility Points 

This section identifies extensibility points for the Profile.  Except for the use of E0301, E0302, 
E0303,  E0306, E0307, and E0308 as profiled in the referenced specifications, these 
mechanisms are out of the scope of the Profile.  As such, their use may affect interoperability, 
and may require private agreement between the parties to a Web service. 

In Secure Addressing Profile 1.0 [GFD.131] 

The profile makes use of the following extensibility points from WS-Addressing 1.0 – 
Core [WS-Addressing]:  

o E0301 – WS-Addressing Extensibility – WS-Addressing allows extensibility 
elements for the <wsa:EndpointReference> element. 

o E0302 – WS-Addressing Metadata Extensibility – WS-Addressing allows 
extensibility elements for metadata as children of the <wsa:Metadata> 
element. 

The profile makes use of the following extensibility points from WS-PolicyAttachment 1.5 
[WS-PolicyAttachment]: 

o E0303 – WS-PolicyAttachment “AppliesTo” Extensibility – WS-PolicyAttachment 
requires that the <wsp:AppliesTo> element be extended in order to define a 
domain expression for identifying policy scope.  

In Secure Communication Profile 1.0 [GFD.132] 

Extensibility points: 

o E0304 – Additional transport-level binding assertions may be profiled in 
accordance to the requirements in Secure Communication Profile 1.0, Section 
5.1: Security Mechanism Specifics.   

o E0305 – Additional message-level PROFILED_MECHANISMs may be profiled in 
accordance to the requirements in Secure Communication Profile 1.0, Section 5.   

The profile makes use of the following extensibility points from WS-I Basic Security 
Profile 1.0 [WS-I BSP 1.0]:  

o E0306 – TLS Ciphersuites – TLS allows for the use of arbitrary encryption 
algorithms.  This Profile restricts the set of allowable ciphersuites to those listed 
in the WS-SecurityPolicy 1.2 Section 6.1. (As per the WS-I BSP, only TLS 
Protocol Version 1.0 is incorporated into this profile.) 

o E0307 – SSL Ciphersuites – SSL allows for the use of arbitrary encryption 
algorithms.    This Profile restricts the set of allowable ciphersuites to those listed 
in the WS-SecurityPolicy 1.2 Section 6.1.  (As per the WS-I BSP, only SSL 
Protocol Version 3.0 is incorporated into this profile.  SSL 2.0 MUST NOT be 
used.) 

The profile makes use of the following extensibility points from In WS-SecurityPolicy 1.2 
[WS-SecurityPolicy]: 

o E0308 – WS-SecurityPolicy Token Assertion Extensibility – WS-SecurityPolicy 
allows the extensibility of TOKEN_ASSERTIONs. 
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Appendix C. Referenced Specification Status and Adoption Level Classification 

The classification of this Profile’s referenced specifications at the time of writing is shown in Table 
2.  

Table 2 Status of specifications referenced by OGSA Basic Security Profile 2.0 
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